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Formal methods in RE

» Why formalize in RE
claim that benefit>cost
- RE origin of many errors
- huge cost of late correction
- A formal spec
- reduce ambiguity

- allow for automated
analysis and animation

* Why people don't do it
perception that benefit<cost
- formal specs hard to write
- limited guidance
- hard to understand
- notations
- lack of rationale

- require too much details,
and are inflexible to partial
correctness and consistency

- benefits are delayed, hard
to quantify and predict




Goal-Oriented RE

= use of goals to elicit, model, and reason about software
requirements
systematic guidance for elaborating software requirements

criteria for requirements completeness and pertinence

» Goal models are composed of 2 layers

- semi-formal: for elicitation, modelling, navigation
- formal (optional): for more precise analysis and guidance
only when and where needed

Requirements Engineering Fundamentals

The application domain The machine domain

C - computers

D - domain properties>- P - programs

o Goals = properties wished to be true in the application domain

« refer to application domain phenomena, not necessarily shared with
the machine

o Domain properties = properties assumed to be true of the appl. dom.
e Requirements = properties that the machine must satisfy
« can only be written in terms of shared phenomena

o The requirements elaboration problem: Identify G, D, and R s.t.

o G captures all stakeholders' goals
» D represents valid domain properties

« R,DI-G

‘iﬂm (this is a simplified view...) 4




Outline

o Goal-Oriented RE by Example
- Elaborating the semi-formal goal structure
- Formalising goals: why, when, how
- Handling deviations from the model
- Early formal verification and validation

- Formal reasoning about quality goals

e Conclusion
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Proton Therapy Control System

Based on D. Jackson et al. Problem Frames/Alloy models
(ISSTAO4, REO6, REJO7)

[« Proton beam (vs. electron or X rays)
- less damage to surrounding cells
- more expensive to produce
« a single cyclotron serves
multiple treatment rooms
 need to schedule and direct
beam to adequate room
e Major risks: Overdose/Wrong
treatment
- several radiation therapy
accidents (80 in the US over last
50 years)

- most famous: Therac25,
Panama 2001




Goal-Oriented RE with KAOS
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4, Assess model quWks }/E(/aluation Negotiation

« Identify defaults & uncertainties in « comparisoprof alternatjves wrt.
model objectives and application risks

tion by negotiation of

 requirements sel

e Assess project risks caused theses
best trade-offs

«stop RE if risk acceptable, iterate
otherwise
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more detailed, less risk




Identifying high-level goals & project scope

/ Achieve [Patient Healed] /

/ Avoid [Unsafe Treatment] / / Achieve [Treatment Completed] /

—

Achieve [Radiation
Session Completed]

Avoid [Treatment

/ Avoid [Overdose] /
On Wrong Patient]

Assumption R
Avoid [Delivered Dose Avoid [Unsafe part of project
Above Prescribed Dose] Treatment Plan] scope

\

part of project
scope
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Defining Goals and Identifying Domain Concepts

Goal Achieve [Radiation Session Completed]

Definition Every radiation session for which the patient is present is
eventually completed according to the therapist's plan.

b

Patient | session Plan

Prescription
PlannedDose: Gy
TargetZone: LocXDir

Executing

P tAt iati i
resen { Radiation Session

DeliveredDose: Gy
Alignment: Loc X Dir

Goals provide criterion for identifying elements of
object model
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Identifying potential agents and interfaces

Proton Therapy
Context Diagram

Automated Beam

Scheduler
(ABS)
Beam Switch radiation
burst

Beam Delivery System

Treatment
Room Operator

Treatment .
«—] Control System IEUE
(TCS)
Physical
Equipment
(Gantry, Noose, . .
Bed) patient position

The final context diagram is gradually elaborated and
~>negotiated during the requirements elaboration process
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Goal-Oriented Elaboration Process

/

alternative designs
« alternative goal refinements and resp.

s —

el
/

—————1

more detait

d, less risk
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Generating goal refinements (1)

/ Achieve [Radiation Session Completed] /

e /

/ Achieve [Patient / Achieve Achieve [Planned Dose Delivered
Correctly Aligned] When Patient Aligned & Beam Allocated]

mption

Achieve [Requested Achieve [Beam
Beam Allocated Released]

/ When Available]
//é\ Treatment
Treatment OR Room Operator

Room Operator Master Control Automated

[Beam Allocated]

Assumption
/ Achieve [Beam Requested] /
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Room Operator Beam Scheduler
UL

Generating goal refinements (2)

/ Avoid [Radiation Overdose] /

Assumption
Avoid [Delivered Dose / Avoid [Unsafe Treatment Plan] /
Above Prescribed Dose]
Assumption

Assumption
Avoid [Session Started With
Incorrect Dose Encoded]

Avoid [Delivered Dose
Exceed Requests]

Requireme
Avoid [Radiation Requests Beam Delivery
Treatment Exceed Encoded Dose] Equipment
Room Operator S
Treatment

Control System

14
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Outline

» Goal-Oriented RE by Example

- Elaborating the semi-formal goal structure

- |Formalising goals: why, when, how

- Handling deviations from the model
- Early formal verification and validation

- Formal reasoning about quality goals

e Conclusion

HUIC]L

15

Formalising Goals

 Why?
- Reduce ambiguity in goal definitions
- Provide more precise guidance for model elaboration
« identifying domain concepts
« refining goals and deriving operations from leaf goals
« identifying and resolving goal conflicts and obstacles
- Early Verification and Validation

« for checking correctness of goal refinements and

operationalisation

« for validating goals and requirements through animation
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Formalising Goals

e When?

- start with first-sketch, idealized formal def (e.g.

propositional temporal logic) as soon as goal written
down

- elaborate finer-grained formal definitions when overall
goal structure is stable

« only for more complex and critical parts of system
o How?
- Use system of formal patterns for
« goal specification
« goal refinement
» goal operationalisation
» goal conflicts and obstacles

A taxonomy of goal specification patterns

Goal Patterns

/\

Achieve Maintain/Avoid
Unbounded Bounded Immediate State Transition
Achieve Achieve Achieve Invariance  Invariance
C T C 4T € OT cC OT
T ec¢C

Other system of patterns
- [Dwyer et al, 99]
- Propel [Cobleigh et al, 06]

Global "After" "InBetween"
Invariance Invariance Invariance

O(p—9q) C OT € TWN




Gradual elaboration of formal specs

Goal Achieve [Radiation Session Completed]

Definition Every radiation session for which the patient is present is
eventually completed according to the therapist's plan.

first-sketch def. ‘

/ PatientAtSession <> SessionCompletedSuccessfully /

finer-grained def. (elaborated after insights from goal refinements)

(V' p: Patient, sp: SessionPlan, rs: RadiationSession)

Prescription(p,sp) A PresentAt(p, rs) A Executing(rs,sp)
(<> rs.Completed)
A rs.Started — (rs.Alignment = sp.Target) W rs.Completed
A rs.completed — |rs.DeliveredDose - sp.PlannedDose| < sp.margin

UL (note consistency with object model) 19

Correct Goal Refinements

* An AND-refinement of G into G1, G2, ..., Gn should be

- Complete: If subgoals G1, G2, ..., Gn are satisfied, then
parent goal G is satisfied
GIAG2A..AGN G

- Minimal: If one subgoal is missing, then satisfaction of
the parent goal is not guaranteed
Ngsj-3Gl /G
- Consistent: the subgoals do not contradict each other
GI1AG2A..AGn false/
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Using goal refinement patterns
(Darimont, 1996)

« Build a library of formal goal refinement patterns
for frequent goal specification patterns

e Prove pattern correctness once for all

» Reuse through instantiation, in matching situations

» Some frequent patterns:

/c m//m T/ CaAD T/ /Car=D T
milestone-driven case-driven

Goal refinement patterns in action

e Matching milestone-

« [Initial goal refinement !
driven pattern

/PatientAtSession <> SessionCompletedSuccessfully / [C <>T|

PatientAtSession <> PatientAligned / C <M1
—/PatientAtSession <> BeamAllocated [ —C  <>M2]
PatientAligned A BeamAllocated —[MIAM2  <>T]
<> SessionCompletedSuccessfully

M MIWT

1
N J
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Goal refinement patterns in action (2)

» Updated and correct goal refinement

e Matching milestone-
driven pattern

/PatientAtSession <> SessionCompletedSuccessfully /

[C <>T|

£_/PatientAtSession <> PatientAligned [
‘/PatientAtSession <> BeamAllocated /
‘/PatientAligned A BeamAllocated /

<> SessionCompletedSuccessfully

PatientAligned  (PatientAligned W
SessionCompletedSuccessfully)

BeamAllocated  (BeamAllocated W
SessionCompletedSuccessfully)

"~

C <M1

—[C=m]
—MIAM2 <>T|

1
M2 M2WT

A
/
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More formal elaboration techniques

operations from leaf goals

resolution [Lamsweerde et al., 1998 & 2000]

» goal refinement tactics [Letier&Lamsweerde, 2002a]

- guides decomposition of goal into subgoals based on
agent'’s lack of monitoring and control capabilities

» goal operationalisation patterns [Letier&Lamsweerde , 2002b]

- for deriving state-based formal specifications of

» patterns for conflicts & obstacles identification and

24
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Outline

» Goal-Oriented RE by Example

Elaborating the semi-formal goal structure

- Formalising goals: why, when, how

Handling deviations from the model

Early formal verification and validation

Formal reasoning about quality goals

e Conclusion

HUIC]L
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Handling deviations from the model

« goals, requirements, assumptions are often too ideal,
will be violated by unforeseen agent behaviours

E.g. unexpected behaviours of the beam delivery system

unforeseen behaviours of operators (cfr. Panama accidents)

« obstacle O obstructs assertion A iff

{0, Dom}|= 7 A obstruction
Dom|#—=0 domain consistency

26
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Obstacle analysis

» For every leaf goal in refinement graph
(requirement or domain assumption):

- identify as many obstacles to it as possible
- assess their likelihood & severity

- resolve them according to likelihood/severity

(van Lamsweerde & Letier 2000)

more complete, realistic requirements
system more fault-tolerant

UL z

Obstacle Analysis Example

Avoid [Delivered Dose
Above Prescribed Dose]

Assumption ssumption

Avoid [Session Started With | | Avoid [Radiation Requests | | Avoid [Delivered Dose
Incorrect Dose Encoded] Exceed Encoded Dose] Exceed Requests]

Obstacle

New requirement
/ Encoded dose automatically

obstacle preventio
reset at end of session

14



Lessons about pattern-based approach

» useful for guiding elaboration of goal graph structure and
first-sketch formal specifications

» often used “informally” (e.g. by making reference to
milestone or case-driven pattern)

» not so efficient for fine-grained specification and
verification of goal models

need for complementary approaches ...

- goal-oriented, pattern-based approach

to guide elaboration of first-sketch specs whose details
can be adapted later

- formal analysis techniques
for iterative "debugging” of details

Outline

» Goal-Oriented RE by Example
- Elaborating the semi-formal goal structure
- Formalising goals: why, when, how

- Handling deviations from the model

- |Early formal verification and validation

- Formal reasoning about quality goals

e Conclusion
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Early Verification and Validation

» Checking correctness of goal refinement and
operationalisation by mapping to model-checkers

- by mapping to bounded model-checking feature of NuSMV
[Ponsard et al, 2005]

- by mapping to fluent temporal logic of LTSA [Letier et al,
2007]

- tools generate counter-example when goal not satisfied

e Goal-oriented animation

- by mapping to special purpose goal-based state machines
[Tran Van et al, 2004]

- by mapping to LTSA [Letier et al, 2007]
 How do we correct the model one an error is detected?

can we define more constructive techniques?

Automated Derivation of Requirements (work in progress)

« Given a goal G, and a domain model D composed of :
- a context diagram

- a (partial) behaviour model for the components in
the software environment

» Find the weakest realizable requirement R such that
R,D|=G

OR signal that the goal is not realizable in the
domain model

16



Deriving requirements from goals and assumptions

Avoid [Delivered Dose
Above Prescribed Dose]

Assumption

Assumption
Avoid [Session Started With P "some regburst ignored"
Incorrect Dose Encoded] 5 "all delivBurst are ack"

~ S
Treatment Beam Delivery

Control System System

(events referenced in

) the goal are in blue)
startSession[i] ~ encode(i] reqBurst

enasSession ﬁy\ delivBurst
F Treatment /\ Beam ‘
Control System Delivery
~ -

(TCS) System
endSignal ackBurst

Approach

« Goals specified in Fluent Linear Temporal Logic (FLTL)
- Restricted to safety properties that are closed under stuttering
- Liveness properties first converted to bounded achieve properties

« Domain Models specified as

- Context diagrams specified as DARWIN structure diagrams

- Components' behaviours specified as Labelled Transitions
Systems (derived from FLTL, FSP and/or as KAOS domain
pre/post conditions)

« Requirements derived as Input-Output Labelled
Transition Systems

- Derivation algorithm extends existing assumption generation
algorithm [Gia-ASEQ2] to I0-LTS and timed models

*UICIL *
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Outline

» Goal-Oriented RE by Example
- Elaborating the semi-formal goal structure
- Formalising goals: why, when, how
- Handling deviations from the model

- Early formal verification and validation

- |[Formal reasoning about quality goals

e Conclusion

Formal Reasoning about Quality Goals

» Importance of quality requirements (aka non-functional reqts)
- for stakeholders’ satisfaction
- for software design

» Objective: relate software quality requirements to

stakeholders’ goals and domain assumptions, i.e.

R,DI-G

18



Reasoning about partial satisfaction

o Goal satisfaction is often not absolute

» Required level of satisfaction should be specified in terms of
testable, domain-dependent criteria (Robertson,Gilb)

(unlike softgoals)
E.g.

Goal Avoid Overdose
level: less than 1 overdose for 10* radiation sessions (e.g. x=9)

Req Emergency button turns off beam within 10ms
level: less than 1 failure in 100 machines operating for 20 years

UL 37

Quantitative Goal Models ,
E. Letier, A van Lamsweerde, FSE 2004

» Goals specifications extended with
- domain specific quality functions (= level of satisfaction)
- defined in terms of measurable quality variables

- quality variables related through domain-dependant
refinement equations

=~ Goal-Oriented BBN

Avoid [Overdose] Achieve [Treatement
Completed]

! :

19



Quantitative Goal Models

e can be used to
- compute level of satisfaction of high-level goals from
given level of satisfaction of Req and Dom assumptions
- derive level of satisfaction for software req from given
level of satisfaction of domain assumptions and required
level of satisfaction for high-level goals

- compare alternative design wrt. level of goals
satisfaction

Avoid [Overdose] Achieve [Treatement
Completed]

5

b4
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Conclusion

» Goal-based RE useful for
- elaboration of complete and minimal set of requirements
- anticipation of exceptions to idealized assumptions
- conflict management, exploration & evaluation of alternatives
» Goal models can start quite informal and become more
precise gradually
 Critical goals can be analysed in more depth than less
critical ones
« Open Issue: justifying when and where formal reasoning is
needed in terms of project risks

*UICIL “
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