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What is IBHIS about?What is IBHIS about?

!! IBHIS is an IBHIS is an information brokerinformation broker .  Its role is to act.  Its role is to act
as a as a ÔÔtrusted intermediarytrusted intermediaryÕÕ that is able to find and that is able to find and
gather together information that is:gather together information that is:
"" owned by autonomous sourcesowned by autonomous sources

"" subject to their specific access rulessubject to their specific access rules

"" heterogeneous in formheterogeneous in form

!! The project (2002-04) has produced a The project (2002-04) has produced a ÔÔproof ofproof of
conceptconceptÕÕ system that has addressed most of the system that has addressed most of the
technology challenges and demonstrated some oftechnology challenges and demonstrated some of
the potential of using a service-based form.the potential of using a service-based form.
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IBHIS: the cast & contextIBHIS: the cast & context

!! A collaborative project involving:A collaborative project involving:
"" The The Pennine Pennine GroupGroup  of software engineers from of software engineers from

Durham, Keele & UMISTDurham, Keele & UMIST

"" KeeleKeeleÕÕs s Centre for Health Planning & ManagementCentre for Health Planning & Management

"" The staff ofThe staff of  Solihull Solihull Primary Care Trust Primary Care Trust (providing the(providing the
domain interaction)domain interaction)

!! Funded byFunded by EPSRC EPSRCÕÕs s Distributed InformationDistributed Information
ManagementManagement (DIM)  (DIM) programmeprogramme
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Why services?Why services?

!! The over-arching hypothesis for IBHIS is thatThe over-arching hypothesis for IBHIS is that
"" a service model provides a more appropriate way toa service model provides a more appropriate way to

handle information integration from autonomoushandle information integration from autonomous
sources within a dynamic, distributed context thansources within a dynamic, distributed context than
ÔÔtraditionaltraditional ÕÕ database models database models

!! Service technologies offer:Service technologies offer:
"" independence from platform and language constraintsindependence from platform and language constraints

"" the ability to perform late bindings to accommodatethe ability to perform late bindings to accommodate
rapid evolution of both data sources and their schemasrapid evolution of both data sources and their schemas

"" scope to extend protocols for domain-specific needsscope to extend protocols for domain-specific needs
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Why healthcare?Why healthcare?

!! Healthcare provides an excellent exemplar of aHealthcare provides an excellent exemplar of a
dynamic distributed context, with:dynamic distributed context, with:
"" many many autonomous, distributed information sourcesautonomous, distributed information sources

(primary care doctors, hospitals, social services,(primary care doctors, hospitals, social services,ÉÉ ))

"" the need to draw information together for many verythe need to draw information together for many very
different purposes (child protection, shared caredifferent purposes (child protection, shared careÉÉ ))
using a using a different mix of sourcesdifferent mix of sources for each query for each query

"" access to informationaccess to information constrained by characteristics constrained by characteristics
relating to individuals, their roles, team membership etc.relating to individuals, their roles, team membership etc.

!! A A brokerbroker  model is able to encompass these needs model is able to encompass these needs
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So, what is a broker?So, what is a broker?

!! Rather as a human broker acts as aRather as a human broker acts as a
ÔÔmiddlemanmiddlemanÕÕ acquiring information to acquiring information to
meet client needs, so a meet client needs, so a serviceservice
brokerbroker  collects information  collects information ÔÔon theon the
flyflyÕÕ from different data sources to aid from different data sources to aid
the user in making decisions.the user in making decisions.

!! Important contrast with data miningImportant contrast with data mining
is that a broker works with theis that a broker works with the
originaloriginal data sources, not a  data sources, not a copycopy..
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What issues does the IBHISWhat issues does the IBHIS
broker need to address?broker need to address?

!! LocatingLocating  all relevant sources of information. all relevant sources of information.

!! Supporting the user in Supporting the user in formulatingformulating  a query. a query.

!! Implementing any Implementing any restrictionsrestrictions  that the owners of that the owners of
information may impose upon access and use.information may impose upon access and use.

!! Each of the above is a complex research questionEach of the above is a complex research question
in its own right!  In addition, the broker needs to:in its own right!  In addition, the broker needs to:
"" Maintain an Maintain an audit trailaudit trail  of actions. of actions.

"" Provide Provide feedbackfeedback  in an unbiased manner. in an unbiased manner.
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The IBHIS architectureThe IBHIS architecture
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What is significant about this?What is significant about this?

!! Employs a Employs a data access servicedata access service  model (DAS) to model (DAS) to
provide a service-oriented provide a service-oriented ÔÔfront-endfront-endÕÕ to each to each
independent source supplying informationindependent source supplying information

!! Incorporates a (unique) model of Incorporates a (unique) model of distributeddistributed
access controlaccess control

!! Uses Uses semantic matchingsemantic matching  to map concepts to map concepts
between the broker and the data servicesbetween the broker and the data services
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Requirements ElicitationRequirements Elicitation

!! Undertaken by one RA, working with Undertaken by one RA, working with SolihullSolihull
Primary Care Trust.  The main team worked withPrimary Care Trust.  The main team worked with
the resulting data models rather than the resulting data models rather than ÔÔrawrawÕÕ data. data.

!! Identified six case study areas with differingIdentified six case study areas with differing
information needs:information needs:
"" disabled children with complex needsdisabled children with complex needs
"" mental health of mental health of ÔÔlooked afterlooked after ÕÕ children children
"" child protectionchild protection
"" single assessment processsingle assessment process
"" intermediate careintermediate care
"" mental healthmental health
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Existing information flowsExisting information flows
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Integrating the requirementsIntegrating the requirements

!! The whole team met about once per month andThe whole team met about once per month and
examined both domain issues and technicalexamined both domain issues and technical
issues in a single meeting.issues in a single meeting.

!! This ensured that those with domain responsibilityThis ensured that those with domain responsibility
could make input in terms of domain needs andcould make input in terms of domain needs and
that everyone kept abreast of these.that everyone kept abreast of these.

!! Some further ideas about interface requirementsSome further ideas about interface requirements
from our small-scale collaboration with INRIA,from our small-scale collaboration with INRIA,
Paris, funded by the British Council.Paris, funded by the British Council.
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The case studiesThe case studies

!! Not only concerned with information flow.Not only concerned with information flow.

!! Had to identify issues of confidentiality and teamHad to identify issues of confidentiality and team
access -- leading to our extended mechanisms foraccess -- leading to our extended mechanisms for
Role Based Access ControlRole Based Access Control  (RBAC) (RBAC)

!! Also identified the issue of Also identified the issue of inferenceinference , by which, by which
information information ÔÔlegallylegallyÕÕ acquired can be combined to acquired can be combined to
infer information from which the user is excluded.infer information from which the user is excluded.

!! Later added more from other contacts inLater added more from other contacts in
healthcare to elaborate furtherhealthcare to elaborate furtherÉÉ
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Two examples of IBHIS in actionTwo examples of IBHIS in action

!! The first example, drawnThe first example, drawn
from our work with thefrom our work with the
Urologists at LeightonUrologists at Leighton
Hospital, provides anHospital, provides an
example of how a clinicianexample of how a clinician
can can ÔÔdrill downdrill downÕÕ for for
information using IBHISinformation using IBHIS

!! The second example,The second example,
drawn from ourdrawn from our
interactions with the Childinteractions with the Child
Protection Team at Harrow,Protection Team at Harrow,
shows an example of howshows an example of how
IBHIS might be used toIBHIS might be used to
draw information togetherdraw information together
from autonomous andfrom autonomous and
independent sites.independent sites.
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Example 1: Traditional  HistoryExample 1: Traditional  History
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IBHIS  History  Follow-upIBHIS  History  Follow-up

General  Practitioner Hospital  Doctor

Referral reads

Child Record

IBHIS
Broker

GP
EHR

Record

looks



March  2007 RESG -17-

IBHIS  History  Follow-upIBHIS  History  Follow-up
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Example 2: A  Challenging  TaskExample 2: A  Challenging  Task

!! Thousands  of  childrenThousands  of  children

!! Hundreds  of  workersHundreds  of  workers

!! A very  few  needles;  many  haystacksA very  few  needles;  many  haystacks
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Scattered  RecordsScattered  Records
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Become  a  Virtual  RecordBecome  a  Virtual  Record
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with  Added  Valuewith  Added  Value
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Some issuesSome issues

!! General success of service model in supportingGeneral success of service model in supporting
dynamic data acquisition.dynamic data acquisition.

!! Use of RBAC is effective, but begs the question ofUse of RBAC is effective, but begs the question of
what happens when a what happens when a care teamcare team  uses the system, uses the system,
where individuals have different knowledge!where individuals have different knowledge!

!! For generality, have explored use with ourFor generality, have explored use with our
colleagues in Criminology and Environmentalcolleagues in Criminology and Environmental
Science -- both seem promising.Science -- both seem promising.


